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SCOPE

DOES policy is to protect sensitive information provided by job seekers, employers and employees from
improper use, disclosure or transmission. Federal and state laws must be strictly adhered to by DOES
staff.

PURPOSE

To establish guidance for staff’s use of sensitive information, and to protect customers and employees
from compromises of protected information and/or invasion of privacy. This SOP document will provide
appropriate procedures to ensure that sensitive information (especially complete names and Social
Security numbers) is not exposed to unknown users or sources after being entrusted to DOES
employees.

BACKGROUND

The Federal Privacy Act (Public Law 93-579) safeguards individuals against invasions of privacy when
Social Security numbers are required for official use. In addition, protection of identity has become a
critical component of customer care, whereas unauthorized access to and use of sensitive information
is prohibited. Federal and state law stipulate that agencies (e.g. DOES) that are authorized to
collect Social Security numbers must provide, upon request, a statement of purpose for which the
Social Security numbers are being collected and used. Social security numbers cannot be used for any
other purpose than that stated in the statement of purpose.

PROGRAM PROCEDURES/IMPLEMENTATION

DOES policy is to protect sensitive information provided by job seekers, employers and employees from
improper usage, disclosure or transmission. Federal and state laws must be strictly adhered to by
DOES staff. DOES staff will use sensitive information, including Social Security numbers, only for the
purposes for which it is intended and as explained to the provider of the information. Additionally,
DOES staff will protect sensitive information in a manner that would not allow compromise of the
provider’s identity to unauthorized persons within or outside DOES. DOES considers sensitive
information to include, but not be limited to, full names associated with complete Social Security
numbers, drivers license numbers, identification card numbers, account numbers (to include credit or
debit cards), account security codes, associated passwords, case numbers, or information, when connected,
which provides unauthorized persons with identity of protected individuals. DOES will ensure that any



requests from outside agencies for protected private information are accompanied by appropriate request
forms as prescribed by federal and state law. In addition:

a.

Benefits cannot be denied to persons for not disclosing information other than federally
prescribed mandatory disclosures of Social Security numbers.

DOES staff will ensure that requests for sensitive information whether verbal, printed, or
electronic are accompanied by privacy act protection statements.

DOES staff will use the first and last name and last four digits of Social Security numbers when
reporting Unemployment Compensation claimants to appropriate agencies to report non-
participation in re-employment activities, refused referrals, etc.

Email must not be sent with full Social Security numbers or other sensitive information
which separately or combined may put persons and identifying information together.

For candidates who desire not to provide Social Security numbers, the following steps should be
used to provide a pseudo number (artificial Social Security number) to complete data entry:

If outside organizations reference Social Security numbers, use only last name and last four digits
of the referenced Social Security number.

Instant messaging services cannot be used for transmitting full Social Security numbers or
other complete identifying numbers.

Lists of candidates, clients or employees will full Social Security numbers will not be copied on
paper, downloaded to disc, or copied to other types of electronic storage.
Requests for sensitive information must reflect whether disclosure is mandatory or voluntary.

Sensitive information shared between career centers will be hand delivered or transmitted
using DOES authorized encryption programs.

Sensitive information shared between DOES staff and any outside organization must be
thoroughly edited to prevent putting persons and indentifying information together

beyond what is minimally required.

Staff should report any requests for sensitive information which are not in compliance with
standard policies (e.g., no “Privacy Act Statement” included), or requested from sources outside of

normal DOES activities (e.g. subpoenas, legal office requests) to supervisors.

Staff will not submit sensitive information to any request concerning a job seeker or employer
without specific consent from that job seeker or employer.

Use last name only with other identifying credentials such as student and voucher numbers.

Web site information, training presentations, and printed materials will not contain full Social



Security numbers. 6. Full Social Security numbers must not be stored on laptop computers,
personal digital assistants (PDAs) or other portable devices.

When referencing persons and case numbers, use only last name and case number when
communicating to outside organizations.

Enter 9 as first digit
Enter last two digits of candidate’s birth year as next two numbers
Enter 0 as next two digits.

Enter last four digits as numeric month and day of birth. ( Example: October 12, 1972: 972-
00-1012) If the pseudo number is already in use, alter the middle two digits (“00”) until a
unique number is created. Career center managers establishing pseudo numbers in lieu of
Social Security numbers must annotate case files to include the pseudo number created
and appropriate comments describing why entering the pseudo number was chosen
by the candidate.
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